RSA Asymmetric Acceleration Profile

Scope:  

To accelerate public key cryptographic operations and public key management.

Assumptions:  

Token is in an Initialized state.  Key generation, load and wrap unwrap procedures.

Additional functions needed: 

C_CreateObject, C_GenerateKeyPair, C_Wrap, C_Unwrap, C_SignInit, C_Sign, C_VerifyInit, C_Verify, C_VerifyRecover, C_VerifyRecoverInit, C_EncryptInit, C_Encrypt, C_DecryptInit, C_Decrypt, C_DestroyObject, C_SetAttributeValue, C_Login, C_Logout

Template Issues:

C_CreateObject:

RSA Public Key

RSA Private Key

Certificate (X.509)

Private key templates:

-CKA_ID must be set same for certificate and public

-TOKEN must be supported for both settings

-Application must set SENSITIVE to TRUE if TOKEN is TRUE

-Application must set PRIVATE to TRUE if TOKEN is TRUE

-Application must not expect to be able to set EXTRACTABLE

-Tokens are not required to accept dual use attributes

-UNWRAP and DECRYPT does not constitute dual use

-Must be able to use C_SetAttributeValue with CKA_ID after creation

-Application must tolerate FALSE for CKA_SEC_AUTH

-Application must supply all CRT parameters

Public key templates:

-CKA_ID must be set same for certificate and private

-TOKEN must be supported for both settings

-PRIVATE must be set to FALSE

-Must be able to use C_SetAttribuValue with CKA_ID after creation

-Tokens are not required to accept dual use attributes

-WRAP and ENCRYPT does not constitute dual use

-VERIFY and VERIFY_RECOVER does not constitute dual use

Certificate templates:

-CKA_ID must be set the same as public and private

-Application must set TOKEN to TRUE < wording? >

-Application must set PRIVATE to FALSE < wording? >

-Token must be able to accept all certificate attributes

-Application supplied certificate attributes must be consistent with the certificate

-Token is not required to verify consistency

C_SetAttributeValue:

Applications must not expect to be able to set values after creation unless explicitly indicated

C_Login:

Only required to support CKU_USER

Methods:  

CKA_RSA_PKCS 

CKA_DES3_CBC

Algorithms:

RSA_PKCS -- SIG, VER, ENC, DEC, KEYPGEN, VER_REC,

3DES_CBC – WRAP (if extractable keys supported), UNWRAP

-Key sizes must be supported for the range of 512 to 2048 bits in increments restricted by the specification.

Sessions:

Must support one R/W and multiple R/O simultaneous sessions.

Threading:

Applications must supply mutexes.

Triple DES Key:
Did not include Key generation for 3Des because this method is quicker and easier to implement.

C_CreateObject Template:

-Applications must not expect to be able to set TOKEN to TRUE

-Values for SENSITIVE, EXTRACTABLE and PRIVATE must be set the same as private key

-Token must support UNWRAP = TRUE

-Application must not expect to be able to set ENC, DEC, SIGN, VER or DER

